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SEARCHINFORM
Actuellement

L5+ ans au marché de gestion des risques

25+ ans dans le domaine informatique

3 000+ clients dans 20 + pays

3 000 000+ ordinateurs

sont protéges par les produits Searchinform
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DLP Reconnu par Gartner depuis 2017

Annuel de Road Shows dans APAC, MENA et CIS
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FILEAUDITOR

Une approche compréhensive
Searchinform a la sécurité de l'information
et a la gestion des risques.
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NIVEAUX DE SECURITE DES INFORMATIONS

Niveau de base Niveau avancé Niveau expert

Solution DCAP pour l'audit

Protection des données au niveau Nouvelle génération de DLP avec
automatise du systeme de fichiers, la des postes de travail, contréle des des outils d'investigation. Plate-
recherche de violations d'acces et la canaux de données forme de protection interne

surveillance des modifications des
données critiques
File Auditor DCAP DLP Risk Monitor

Tous les systemes sont intégrés de maniéere transparente, fonctionnent sur une plate-forme

technologique unique et peuvent étre déployés en quelques heures. L'ajout de I'un des systemes
augmente considérablement la fonctionnalité du complexe



Indexing Workstations
Discovery

Permet de détecter ['occurrence, la copie, le déplacement et la suppression de données sensibles sur les postes de travail
des utilisateurs en temps réel,
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CTpYKTypa KOHUEMUMHM SammTH

Cpasy sameTyM: KOHUENuUMA MHPOPMALMOHHON SamMTH HE TOXNECTBEHHAa cTpareruu. [lepBas CTaTMyHa, B TO BpeMa Kaxk BTOpad - OMHAMMYHA.

OCHOBHEMY DasfeNaMy KOHUENMu
onpenenexue MB;

CcTpyxTypa BesonacHocTi;
OmMCaHME MEXAHWSMA KOHTDONA Hall BESONacHOCTE!
oLeHKa pUCKa;

GeSonacHOCTE MHQOPMALMM: NPMHUMME UM CTAHRADTH;
OBASaHHOCTH ¥ OTBETCTBEHHOCTh KAXNOTO OTHENA,
CCHUIKM Ha MHHE HODMATUBH O BESOMACHOCTH.
TIoMIMO STOTO He yMmHUM OyReT pasfelN, OMMCHBALMNl OCHOBHHE KDUTEDUM SQPEXTUBHOCTH B
NOSBOJNADT OF > OLEHUTH Op: GesonacHoCTH, He yrayonaach B TeXHuUYeCKue
nabe MOHMMATH, KaxkuMm OOpasoM DYKOBOANCTBO OyneT OUeHMBaThL ero pacory.

ABNADTCA:

ynp. wmm nenap B ocymec

POAHO popMaT | TONLKO TEKCT  ATPHBYTHI

SammTH UHQOPMALMOHHHX HOCHTENel U NpOouMX RAHHHX;

HIOAHCH. OTBETCTBEHHOMY Sa OpraHusaumo GESONacHOCTH Taxxe HEOOXOAMMO SHATh YETKME

cQepe SamMTH BaxHOM MHQODMAUMM. VHIMKATODH SQPEXTUBHOCTM SAUMTH HEOOXOMVMME, NPEXNE BCErO, TON-MEHEMEMEHTY. OHU

MNouck:

OueHKY

BHOCTU
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Analytical instruments : La Surveillance de ['activite
des utilisateurs sur le fichier et le route du
contenu du document RE e e
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Analytical instruments: Rapport de communication utilisateur
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DLP

Protege |'entreprise contre les fuites d'informations
confidentielles

IM
Controller

Mail

Controller ; ‘/-
\—/

(@

Controle les données au repos et les données en
mouvement.
-

Surveille tous les canaux de transmission de )

données cloud -
Controller ‘ Controller
: . , , . ALERT
Analyse les informations, détecte et prévient CENTER
sur les violations -
\\& ) @ )
Device v HTTP
Controller Controller
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DLP

a PROTECTION DES é
DONNEES

GRAPHIQUES
0 PREVENTION DES QSRS
Protégez les données en DES
g FUITES DE DONNEES

mouvement

Prévention des fuites de données
via tous les canaux de transfert de
données

v

o, ¢

CRYPTAGE DES CENTRE INTERCEPTION
SobEss D'ALERTE M

PROTECTION DU BLOCAGE DES PROCESSUS
TRANSFERT DE ET DES ACTIVITES BASE

DONNEES SUR LE CONTENU
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VERS/DEPUIS LEs  PROTECTION DES
SERVICES CLOUD ' THIGRANES SUR
LES CAPTURES

D'ECRAN
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Controller

Controller
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Controller
~
FTP
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RISK MONITOR




Risk Monitor Architecture

NetworkController EndpointController
Controle le trafic au niveau du réseau Controle le trafic au niveau du poste de travail

= Reflete le trafic au niveau du réseau de = Capture l'activite des employeés au
l'entreprise (Switch ) moyen d'agents-programmes installes
sur les postes de travail ,
= Mail, Messageries instantanée , HTTP,
FTP, Cloud. = Malil, IM, Skype, Device, FTP, Print,
HTTP, Files, Monitor, Microphone,
Cloud
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Interception Email Traffic: Mail Controller

Capture tous les e-mails entrants et sortants envoyes via des navigateurs Web (Gmail, Yahoo,
Hotmail) ou les mails clients (Outlook, etc.)

|No. ¢ [Category :Ty; A [Date/‘ﬁme [Attad'nmenis [Extensi[Subject [From [To [Domain [Computer [User [From P :MAC [Size [Parh’dpants :Creatjon de
4 Type: HTTP (30)

O I o e e o Y
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6 Mail N 8/23/2019 3:37:46... |=] New product. New ... visualanalysis@... fileserv@com... computer computer fileserv@computer 192.168.50.132 00-0C-29-5A-9A-76 34.8KB 1 4/27/2018
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1 12 Mail N 8/23/2019 3:39:28... |=] Microsoft Develope... noreply@youtu... fileserv@com... computer computer fileserv@computer 192.168.50.132 00-0C-29-5A-9A-76 57.7KB 1 2/17/2018
1 13 Mail WE.: 8/23/2019 3:39:42... |=] unknown fileserv@compu... computer computer fileserv@computer 192.168.50.132 00-0C-29-5A-9A-76 739bytes 0 8/23/2019
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Page: (©|1/1

From: ohlalamarketing@gmail.com

To: <paultheyoungest@gmail.com>

Subject: Information

2 € 0 of 0

Hello Paul,

To continue our conversation, I want to reply positively that we are
interested in obtaining such information. But firstly we'd like to see
an example of pulled data.
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Interception des protocoles suivants :
Mail Controller SEARCHINFERM
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O Quarantine \ Personal data Blockage du Trafic SMTP/IMAP .

/ i@ Incidents ) A Security policy settings

| Search criterion parameters

.} New search criterion (7 Edit search criterion () Delete criterion Paste search criterion ’ Operations with search criteria ~ o X .
e Comine usng: @ R |

Drag a column header here to group by that column

Title
e [ O Exclude attachments
b ¥ Pesonal data Attribute search

[/ Protocols

< 0 | > I []Exduding SMTP,POP3,IMAP,HTTP,MAPI NNTP

| Items to check | Notification recipients
& Modify ’ Remove from list & Add | Remove from list | 34 Setup of notifications

»[ | [ |MaiController\* D Email type

<No data to display>
O From

Schedule of checking
Quarantine activity schedule ~ D TO
[ Check only during working hours E
’ % Work calendar > Sh owa "
<| n >
| Used lists of exceptions

3 Add whitelist | 1. Add black list | & Remove from list

» IManagement

Web Mail: Gmail.com, Outlook.com, Office 365,

|| Search in the results Clear Search
Yahoo.com, Google Sync. etc.




Interception data transfer traffic. FTP Controller SEARCHINF@RM
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Capture les données envoyeées ou recues via FTP ,via une connexion ordinaire ou une connexion SSL
cryptée. s

Current activity R t File Auditor Profile Center

=5 M R
Search3 X B
Groups: | <Not selected > v % & Fiter by types: Al results v  Alresults [T Table view ~ Exportlist ~ Similarcontent search Y& Fiter by user [ Filter by computer Y Filter by tags 3] User properties v
PN
Py T &
MOOBOm | T ke
=, - O » #*|No. Category Type
S 0TI MERER (= ;
FTP
- @@ 07.03.2017 \Engineer\771389\2017030.... 10.0.2.52
Interception date
@@ 07.03.2017 =) Engineer\771389\2017030.... -> 10.0.2.52
Relative time Period ® Notset @ 07.03.2017 =) - \Engineer\771389\2017030... -> 10.0.2.52
O User @@ 07.03.2017 2 Engineer\771389\2017030... -> 10.0.2.52
@ 07.03.2017 - - \Engineer\771389\2017030... -> 10.0.2.52
O Phrase search @ 07.03.2017 - Engineer\771389\2017030... -> 10.0.2.52
(] Similar-content search @ 07.03.2017 . - \Engineer\771389\2017030... -> 10.0.2.52
X 10:05:1 . \7 \20 3 o5 0.2.52
) Search with dictionary @ 07.03.2017 10:05:19 Engineer\771389\2017030... 10.0.2.52
@ 07.03.2017 10:05:19 3 . " \Engineer\771389\2017030.... -> 10.0.2.52
O Phone number search @ls 07.03.2017 10:05:19 . Engineer\771389\2017030.... -> 10.0.2.52
[ Search by form @l 07.03.2017 10:05:19 . - \Engineer\771389\2017030... -> 10.0.2.52
@ 07.03.2017 10:05:19 2 Engineer\771389\2017030... -> 10.0.2.52
Common Combineusing: @ OR |v % @ 07.03.2017 10:05:19 . - \Engineer\771389\2017030... -> 10.0.2.52
] Computer name 15 FTP @lg 07.03.2017 10:05:19 2 131K5 Engineer\771389\2017030... > 10.0.2.52
1 Domals 16 FTP @l 07.03.2017 10:05:19 . - 155 K5 \Engineer\771389\2017030... -> 10.0.2.52
1 1P 17 FTP @l 07.03.2017 10:05:19 . 137 KB Engineer\771389\2017030... -> 10.0.2.52 v
] MAC address Page: @ [1/1 Cy)
Showall e
+ Word wrap % © 0 of0 &)
FTP Combine using: @ OR v U
] Directi
] FTF er
] FTP logir
Search in the results Clear Search Native Textonly = Attrbutes
Number of documents sh 605 (605) Selection time: 11 sec




Interception browser traffic: HTTP Controller SR HINT oM

Search - Analytic Console

CIEIEE

Search3 X -+

Groups: | <Not selected > - % & Filter by types: Al results v  Allresdts | Table view ~ Exportlist ~ Similar-content search V,: A
OO BOm | @@ | D0 o
= @ &‘ Q @ & a -2 E“ LJ.“: @ ,.‘ * No., » Category Date/Time Attachments Extension To User . .
1 HTTP 11.01.2019 10:32:27 wwwe voutube. .. User (user @writers.local) C t l f h t [
—— BE- S et apture les fichiers et les messages
v 3 HTTP 11.01.2019 10:33:10 | www youtibe .. User (user @writers. local) 7 .
®) Relative time Period Not set 4 HTTP 11.01.2019 11:03:24 { wowe. youtube .. User (user @writers.local) HTTP( )
Current year ~ 5 HTTP 11.01.2019 11:03:38 i m:_mm_ User (:Mm:‘locd) en Vo_yes Vla S
v B 11.01.2019 4: 10 youhiube ser (user @writers.local
] User wwwe. youbbe .. A
HTTP 11.01.2019 11:34:03 | voutube .. User (user @writers.local)
o o e e . oS DT etvous permet de controler :
) Similar-content search 9 HTTP 11.01.2019 11:34:55 { wwwe. youtube. .. User (user @writers.local)
10 HTTP 11.01.2019 12:15:05 i wwwe.youtube. .. User (user @writers. local)
Sesrch with dictionery 1 HTTP 11.01.2019 12:15:13 { www.youtibe. .. User (user @writers.local)
] Phone number search 12 HTTP 11.01.2019 12:15:24 | www. youtibe. .. User (user @writers.local)
Saarchi oy form 13 HTTP 11.01.2019 12:27:19 £3 autoupdate.g... User (user @writers.local)
14 HTTP 11.01,2019 12:45:58 | www.youtibe .. User (user @writers. local) || F / t t
SRR Combine using: (@ or [v]| % 15 HTTP 11.01.2019 12:46:13 { www.youtube. .. User (user @writers.local) Orums n erne
ey 16 HTTP 11.01.2019 12:46:29 L] wwow. youtibe... User (user @writers.local)
17 HTTP 11.01.2019 13:16:39 £ v, youtube.... User (user @writers.local) - F db k f .
IP address Page: (& 1/3 (O] ee aC OrmSI
yMACSdIeess @20 — e
Show all #wordwao | 8 © 0 of0 @ . Web-based IM Clien ts,.
URL=www . youtube .com/ad data 204
HTTP Combine using: (@ or v| ) At .
P P " Blogs,
fram=2
= Chats Web ;
Show all
Ve .
= Reéseau Soclaux .
Search in the results Clear Search Native Text only Attrbutes

Number of documents sh 1000 (2575)




Interception Chat Apps: IM Controller
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Capture les chats sur les réeseaux sociaux (LinkedIn, Facebook, WhatsApp, Telegram etc.) et

messageries instantanéees (MSN,

sites populatres.

Groups: | <Not selected>

S |0&T Q¢

Interception date

Relative time

O User

(O Phrase search

O Similar-content search
[ Search with dictionary
[ Phone number search

[ Search by form

Common

O Computer name
O Domain

O IP address

O MAC address
Show all

Telegram

O Protocols
O From
OTo

Show all

IM Combine using: | @ OR

O Protocols

O Number of messages
O From user

O Number of attachments
Show all

Search in the results

Combine using: | @ OR

Combine using: | @ OR

R -X

PR
@

Period @ Notset

v %

v %

v %

Clear Search

"

Filter by types: | All results

Type &
*Type 4 |No. &
4 Type: WhatsApp (1)
o 1

4 Type: Viber (2)

1

2
4 Type: Telegram (7)
1

R

@
@
@
&
&

oI I ) P

2
3
4
5
6
7
» Type: HTTP IM (12)

0of 0

i

WhatsApp_+447040303701 (WhatsApp_+447040303701)
sup man. how s the family

Date/Time

2/1/2018 2:20:25PM

2/1/2018 2:17:11PM
2/1/2018 2:07:21PM

2/1/2018 3:21:18PM
2/20/2018 1:10:00...
2/22/2018 11:20:0...
2/1/2018 3:07:21PM
2/22/2018 11:07:2...
2/22/2018 11:09:5...
2/22/2018 11:12:4...

v | All results DTableview v Exportlist ~ Similar-content search [/, Gotolntercept Y2 Y& Y& | [ User properties 'C\)Correspondence history

Attachments |Extensi|Subject

L)

e EI) . o e c

Harry Smith (WhatsApp_+447047353711)
not much man, work as usual. Family’s all good, whats up with you?

WhatsApp_+447040303701 (WhatsApp_+447040303701)

good to hear bro. Can you do me a favor?

Harry Smith (WhatsApp_+447047353711)

Native | Textonly

Attributes

Correspondence

Correspondence: ...
111.jpg->1:111.jpg

Correspondence: ...
Correspondence: ...
Correspondence: ...
111.,jpg->1:111.jpg

inew.jpg->2: new...
2new.jpg->3:2new...
3new.jpg->4:3new...

From

Emma Morris (+...

Tom Stewart (+...
Alex Holmes (+...

Tom Stewart (+...

+447062454856

Harry Smith (+4...
Tom Stewart (+...
Harry Smith (+4...
Harry Smith (+4...
Harry Smith (+4...

To

+447062675857

Alex Holmes (...
Tom Stewart (...

+447062489856
Harry Smith (...

+447062454856
+447062489856
+447062454856
+447062454856
+447062454856

From UIN

To UIN

Page: @ 1/1

Domain

company.com; <unkn...

company.com; <unkn...
company.com; <unkn...

company.com; <unkn...
company.com; <unkn...
company.com; <unkn...
company.com; <unkn...
company.com; <unkn...
company.com; <unkn...
company.com; <unkn...

Computer

morris.company.com; <unk...

stewart.company.com; <un...
stewart.company.com; <un...

stewart.company.com; <un...
smith.company.com; <unkn...
smith.company.com; <unkn...
stewart.company.com; <un...
smith.company.com; <unkn...
smith.company.com; <unkn...
smith.company.com; <unkn...

User

Emma Morris (morris@comp...

Tom Stewart (stewart@co...
Tom Stewart (stewart@co...

Tom Stewart (stewart@co...
Harry Smith (smith@compa...
Harry Smith (smith@compa...
Tom Stewart (stewart@co...
Harry Smith (smith@compa...
Harry Smith (smith@compa...
Harry Smith (smith@compa...

From IP

<unknown:>

<unknown:>
<unknown:>

<unknown:>
<unknown:>
<unknown:>
<unknown:>
<unknown:>
<unknown>
<unknown:>

TolP

MAC Size
<UNKNOWN> 3.09KB
<UNKNOWN> 2.33KB
<UNKNOWN> 42.0KB
<UNKNOWN> 3.06 KB
<UNKNOWN> 1.97KB
<UNKNOWN > 1.59KB
<UNKNOWN> 42.0KB
<UNKNOWN> 390 KB
<UNKNOWN> 411KB
<UNKNOWN> 406 KB
>
10:07:21 05.02.2018
08:1(
10:09:21 05.02.2018
.

Jabber, ICQ etc ), ainsi que les messages entrants et sortants d'autres




SEARCHINF@RM
D eVi C e Con tr O l l er fec] DeviceController settings [= 19 .
m

General | white and black lists | Data encryption on USB | Shadow copy from USB | Limitation of data sent to USB |

Storage file name for shadowing:

8 Cap tLI,re/ et b lO q ue leS, do n n ees I C:\SearchInform\Storage\Device \EC_Device.sti IE” :g
tr an S f er e eS Ver S l eS Cl eS US B / [ eS Exdude system users from audit, blocking and shadowing
disques durs externes, les CD/DVD e R pudt

et les appareils photo. Crypte SES a o
automatiquement les données Idt(hp corvecte) E E
écrites sur un lecteur flash. Il ra or ;
détecte et reconnait les BB et ucofece iy o =
smartphones connectés a un PC oo s o
(Android, Apple, BlackBerry, ey r o
Windows Phone), analyse leur E e eyt )
contenu lorsqu'il est connecté en 5 Netvo o - o

Full Off
~..n ~LL

mode drive. Il controle ['acces de Qs

* - USB controllers, USB concentrators (hubs), composite USB devices

peripherigue a un PC. |

Reset settings |||1> Export ||'£] Import |

OK | I Cancel




Device Controller: Special Features SR CHINFORM

fec] DeviceController settings ‘LIiL

Windows settings |Linux settings |
| General | white and black lists | Data encryption on USB | shadow copy from USB | Limitation of data sent to USB

0 Data encryption is available only on USB storage devices.

] Enable encryption Encryption key..,

[:D Encrypt data of the following users Allow/deny access to the following users and groups Comments
1 Webber @company.com,Fox@company.com,Black...  (available to all)

Encrypt data of the following users: Olf sz itz | AUd[t + Blocage dlacce\s ;

(@] Deny access to users:

Users and groups Comments Users and groups 1 \

Webber @company.com <dick to edit> '~l| | (applicable to all) u Seuzem ent Blo Cage d acces;
Fox@company.com <dick to edit>
Black@company.com <dick to edit>

Young@company.com <dick to edit> u A Ud[t + B[O Cage d, aCCéS +

Wilson@company.com <dick to edit>
Perry@company.com <dick to edit> Sh d W C py‘
Murphy @company.com <dick to edit> a O O /
Brown@company.com <dick to edit>

kit B ] = Blocage total

IWebber@oompany.com | | | | | |

Replace Add Ivl ’ Delete ‘ Replace ’ | Add Ivl ’ Delete




SEARCHINF@RM

RISK AND COMPLIANCE MANAGEMENT

Interception data transfer traffic: Cloud Controller

Monitorer le traffic entrant

ou sortant sur Cloud

Google Drive;
Just Cloud,
Mega,
OneDrive,
Evernote,
Dropbox

Search Current activity Reports

B R P
Search2 X ==
Groups:  Cloud

Interception date
Relative time
[] User
[ Phrase search
(] Similar.content search

[] Search with dictionary

File Auditor

Period ®) Not set

Common Combine using: @ OR |v| %

O Computer name

Domain

IP address
MAC address
Show all...

Cloud Combine using: @ OR v

O Protocols
[ Direction
O From
TolP

earch in the foun.,

Number of documents sh 124 (124)

Clear

Search

Search - Analytic Console

Profile Center

Fiter by types: Al resuts = | Alresuts [T7] Table view = Exportlist ~ Smiar-content search Y& Fiter by user “E Fiker by computer Y, Fiker by tags (L] User properties. v

*|No. Date\Tme Extensi From Domain

) 1

Rogers@company.local 192.168.100.126 184.73.250.168 00-50-56- -70

2 10/21/2014 3:18:5... ﬂ DropBox_khwal... company.local Rogers,company.local 7-52
10/21/2014 3:20:1... 8 DropBox_Kwai.., company.local Rogers, company.local Rogers@company.local 192.168.100.126 184.73, 00-50-56-87-52-70
4 10/21/2014 3:20:3... ﬂ DropBox_kweai... company.local Rogers,company.local Rogers@company.local 192.168.100.126 184.73 00-50-56-87-52-70
S 10/21/2014 3:21:2., ﬂ DropBi dweal.., company.local Rogers, company . local Rogers@company local 192.168.100.126 184.73, 00-50-56-87-52-70
6 10/21/2014 3:21:5... ﬂ DropBox_kiwvai... company.local Rogers.company.local Rogers@company.local 192.168.100.126 184.73, 00-50-56-87-52-70
7 10/21/2014 3:22:1...  |#) DropBox_kwai.., company.local Rogers,company Jocal Rogers@company local 192.168.100.126 184,73,2 00-50-56-87-52-70
8 10/21/2014 3:22:2., ﬂ DropBox_kweai... company.local Rogers.company.local Rogers@company.local 192.168.100.126 184.73,250 00-50-56-87-52-70
9 10/21/2014 3:22:2...  #)) DropBox_kweal.., companylocal Rogers,company Jocal Rogerscompany.local 192.168.100.126 184,73 00-50-56-87-52-70
10 10/21/2014 3:22 ﬂ DropBox_kwvai... company.local Rogers,company.local Rogers@company.local 192.168.100.126 184,73 00-50-56-87-52-71
11 10/21/2014 3:24:0...  #) DropBox_kwal... companylocal Rogers,company Jocal Rogerscompany.local 192.168.100.126 184,73 00-50-56-87-52-7
12 10/21/2014 3:24:2., CE] DropBox _kwvai... company.local Rogers,company.local Rogers@company.local 192.168.100.126 184,73.250 00-50-56-87-52-70
13 10/22{2014 2:58:4...  [E) SharePoint_Urk... ro.local call.ro.local userd@ro,local 10.0.12.66 87.245.2 00-50-56-87-5F-33
14 10/22/2014 2:58:4., [E) sharePoirk_Unk... ro.local call.ro local user4@ro,local 10.0.12.66 87.245.216, 00-50-56-87-5F-33
15 10/22/2014 2:58:4., SharePoirk_Unk... ro.local calll.ro.bocal 10.0.12.66 87.245.216 00-50-56-87-5F-33
16 10/22/2014 2:58:4., SharePoirk_Unk... ro.local call.ro. local 10.0.12.66 87,245.216.27  00-50-56-87-5F-33
17 [F) sharePoirk_Unk... ro.local call.ro.local user4@ro.local 10.0.12.66 87.245.216.27  00-50-56-87-5F-33
Je | e - Fm—r - = ) e ~ Tmmem e e i
Page: @ 11 @
A B C D E F G H 1 ) [ L ™M N ( 2
! l Calculateliours
2 Name: John Basic Faryour convinience, this s ection is out ofthe printable ares
3 Hourly Rate: $10.0
4 Download more templates
S Intuit Online Payroll - 30 day FREE trial +lock in the discounte
6
7 Date Log in Log Out Total Hours |Total Pay Adverti sement
o Monday 10:00 AM 2:00 PM 400 $40,00 Discover which websites are legit at ReviewAndJudge. Org
9 Tuesday 0:00 $0.00
10 dnesday 0:00 $0.00
11 Thursday 0:00 $0,00 ) v
1 Basic Basic - Decimal Sheet3 i € >

Netve  Textonly  Attrbutes

Selection time: 6 sec




SEARCHINF@RM
Prlnt Controller RISK AND COMPLIANCE MANAGEMENT

= Survelille le contenu des documents envoyes aux imprimantes quel que soit le modele d'imprimante,
car la capture a lieu au niveau du systeme d'exploitation

Search1 X ==
Groups: | <Not selected> v %_ & Filter by types: | All results v | Allresults DTableview v Exportlist » Similar-content search [{ Gotolntercept Y& Y& Y& | [£5] User properties 0 C ondence history
TOOBOL (Bhae|?h
¢ | #|No. Date/Time Subject Printer name Domain Computer From IP |Size Number of p |Number of a|
= 3 (A +
CedetB= (0 _- e e e e s
Interception date 2/1/2018 11:43:51... Microsoft Word -B... Printer Of... company.com mayer.company.com Stanley Mayer (mayer@co... 10.0.2.46 00-50-56-83-26F0  353bytes 1 1
Relative tme Period ®) Notset
O User Page: @ 11 @
[ Phrase search Image BAd QQ|Q-&|ida|EE
O Similar-content search =
O Search with dictionary T =
[ Phone number search ::— j
0 Search by form ALPHA&COLTD.
End-year bonuses for the management
Common Combine using: @ OR | v “a-
Confidential!!!
0O Computer name
s Approved by. James Black
00 Domain Approval date: 15 January 2018
O IP address L
O MAC address
James Black +600,000
Show all
Stanlcy Mayer +280,000
Print Combine using: (@ OR |v| % Diana Connor +200,000
00 Printers Harry Smith +130,000
0O Number of pages Henry Brooks +120,000
O Quantity of copies Christopher Tumer 120,000
Scott Mitchell +115,000
Antonie Wilson +100,000
4
=, | v 5% = —{—_—
¢ | 00f0 Page |1 of 1 Q 51% - &




SEARCHINF@RM
[IME INFORMER : Program Controller

Collecte les donneées sur les applications exécutées par les employés pendant la journée et le temps
passé a executer les applications. Le module détecte si l'utilisateur a effectivement utilisé l'application
ou si l'application s'est simplement executee sans surveillance.

4 = programController reports User activity (table)

I
5O Total time of users work 6/572020
sill Total time of processes activity
sl Total time of sites activity
zﬂ Total time of processes/sites activity
User activity (table) (period: not set)
ol . od: not
1B Average workday time Procassss Adivity Website Activity
allll Average daily activity of processes Usr Des Dustion Actvity N Emsit \utizediz Ofics Otharpmzams | Remomemavdl | lbmwchsits |  Otmersies Shopgicz | Sockleetveris | Sremmingmediz | Teel Wil Processes/Website
e . - :
Ul Average daily activity of sites | o | % How | % | Hom | % | Bom | % How | % | How | % | Bow | % | Bom | % | Bom | %
h_[ Average daily activity of processes/sites Al Holzes ) =} 1184 20| 1963 1636) 1481 %
X Andew Spc | 7 1425
Detailed information on users o o an 1626 515|270
[]_]_ User productivity BatteraDavis x| 257 1611 4531| 4151
_ o Crristine Patkr | Q38 1088 2.00( 2504 R f
lu. Detailed user productivity Crristopha Turner x| 5145 1350 a5 5700) 10| o 3]
A’é Absent employees ‘Denid Musphy | 6171 1457 3248| 29| | |
. ) DevidBrovn x| 121 730 1X[ 110 31.00( 2554 5% 441 [
L) Late arrivals of employees Dizez Conmx ) 215 1430) 20| 217 05| 4549 [ P
@ Early departures i Eammz Mosis | &8 1334 20| om| 3405 7783 a0 4% [ 2
. . Hery Saith x| 284 1624 4140 1750 1521 [ 15
Loss of interception HengyBrodis | Q51 203 5036 1050| o4 54| 5% [ 55
Period of inactivity » 8% 527 S 15| 1072 [i]
= new! x| 5 1065 14| 1876 2128 1859 |
E Search by program titles - 2 = 1405 ow]| 1559 [ P
2 search by processes/sites activity 2 810 1308 B2 2050 21| 249 [ 3
) | 209) s3] 20| 1sm 3544 320) syl 3o x| sa|  o#f os) [ 3
&, Worktime log ) 5384 1951 13:00] 1229] 1020| o7 [ o
User activity (table) | 849 1545 21:40| 1922 1528| 1372 | B
| S50 I EEE BT 35:15| 234 [ 15
'Lb Search by users activity ) 265)  1236] 1008 1614 1415 24| 23| 3% 29 oss| o | ES
& User efficiency x| as1]  1wse| 107l 130s] 112 [ P
= | Q10| 10| o3| 1541 1374 [ 3
Users productivity indicator po—— ” PP R [ =
[} o o35
|=2] Summary of user ) 248 104 2
My x| a 200 184 300 I
L3 Work schedule violations Tom St ) 17956 11415 as50]  1256] 133 24 241 11:90] 1021 55| 1000) [
Attendan h < s
43 Attendance sheet Page 2 from 2 652020 11:35:54 AM
&) Timesheet




SEARCHINF@RM
TIME INFORMER : Program Controller

oort on user relations X \Total duration of working day users X \Total active time of processes users by groups X |Total time of activity of processes/sites users by groups X \Deﬁed information on users X
Detailed information on users(period not set)
nformation on users Running applications Open sites Running applications/active sites
o o Late Late |Early A
L Active . Inactive |Early A
User Days |Activity () Inactive (@vg) |arrivals (e!separtur :mval greepsart @ m . K
|Alex Holmes 20 (11205 |[5:36 65:08 3:15 0 8 4 0 19 (0 |0
Andrew Spencer 20 128:30 |6:25 48:55 2:26 0 0 20 0 0 |0 0
Antonie Wilson 20 [113:59 |5:41 69:48 3:29 0 2 4 0 0 0 |0
Barbara Davis 20 |109:39 |5:28 74:06 3:42 0 0 4 0 0o 0 |0
Christine Parker |20 |111:50 |5:35  |67:26  |3:22 5 1 o o [0 o : E I‘;‘"‘" ERCan
Christopher Turner |20 |111:51 |5:35 70:10 3:30 1 1 0 0o |0 |0 [ Email
Daniel Murphy 20 |109:30 |5:28 67:57 3:23 0 4 9 0 4 0 |0 B Office
David Brown 20 |120:55 |6:02 59:00 |2:57 0 0 20 0 0o |0 |0
Diana Connor 20 [130:48 |6:32 55:40  |2:47 1 2 0 0 |0 |0
Emma Morris 20 |122:28 |6:07 55:20 |2:46 0 0 20 0 0o |0 |0
Harry Smith 20 |117:17  |5:51 69:21 3:28 0 4 0 15 |0 [1
Henry Brooks 20 |115:00 |5:45 68:40 3:26 0 0 = 0 0o [0 |0
Jack Perry 20 |11415 |5:42 70:20 331 0 0 0 0 0o |0 |0 v
Detailed information on users(period not set)
- Information on users Running applications  Open sites‘ Running applications/active sites
. o Late Late |Early A
oo Active o Inactive |Earl =

User Days |Activity (avg) Inactive (avg) arriv'lya|s :sepan‘.ur :rnval greepsalt @ w . £

Alex Holmes 20 |11205 |5:36 65:08 315 0 8 4 0 19 (0 |0

Andrew Spencer 20 (12830 |6:25 48:55 |2:26 0 0 20 0 o |0 |0

Antonie Wilson 20 |113:59 |5:41 69:48 |3:29 0 2 4 0 0o (0 |0

Barbara Davis 20 |109:39 |5:28 7406 342 0 0 4 0 0o |0 |0 .

Christine Parker |20 |111:50 |5:35  |67:26  |3:22 5 1 o [0 Jo |o : : gﬁ'Fl'

Christopher Tumer |20 |111:51 |35 |70:10  |3:30 11 o o o |o = I"I‘“a'

Daniel Murphy 20 |109:30 |5:28 67:57 |3:23 0 4 9 0 4 |0 |0 (] Other programs

¥ iDavid Brown 20 |120:55 |6:02 59:00 |2:57 0 0 20 0 o |0 |0

Diana Connor 20 |130:48 |6:32 55:40 |2:47 1 2 0 0 (0 |0

Emma Morris 20 (12228 |6:07 55:20 |2:46 0 0 20 0 0o |0 |0

Harry Smith 20 |117:17  |5:51 69:21 3:28 0 4 0 15 |0 1

Henry Brooks 20 |115:00 |5:45 68:40 |3:26 0 0 5! 0 0o 0 |0

Jack Perry 20 (1415 |5:42 70:20  |3:31 0 0 0 0 0 (0 [0 v




SEARCHINF@RM
TIME INFORMER : Program Controller

oort on user relations X \Total duration of working day users X \Total active time of processes users by groups X |Total time of activity of processes/sites users by groups X \Deﬁed information on users X
Detailed information on users(period not set)
nformation on users Running applications Open sites Running applications/active sites
o o Late Late |Early A
L Active . Inactive |Early A
User Days |Activity () Inactive (@vg) |arrivals (e!separtur :mval greepsart @ m . K
|Alex Holmes 20 (11205 |[5:36 65:08 3:15 0 8 4 0 19 (0 |0
Andrew Spencer 20 128:30 |6:25 48:55 2:26 0 0 20 0 0 |0 0
Antonie Wilson 20 [113:59 |5:41 69:48 3:29 0 2 4 0 0 0 |0
Barbara Davis 20 |109:39 |5:28 74:06 3:42 0 0 4 0 0o 0 |0
Christine Parker |20 |111:50 |5:35  |67:26  |3:22 5 1 o o [0 o : E I‘;‘"‘" ERCan
Christopher Turner |20 |111:51 |5:35 70:10 3:30 1 1 0 0o |0 |0 [ Email
Daniel Murphy 20 |109:30 |5:28 67:57 3:23 0 4 9 0 4 0 |0 B Office
David Brown 20 |120:55 |6:02 59:00 |2:57 0 0 20 0 0o |0 |0
Diana Connor 20 [130:48 |6:32 55:40  |2:47 1 2 0 0 |0 |0
Emma Morris 20 |122:28 |6:07 55:20 |2:46 0 0 20 0 0o |0 |0
Harry Smith 20 |117:17  |5:51 69:21 3:28 0 4 0 15 |0 [1
Henry Brooks 20 |115:00 |5:45 68:40 3:26 0 0 = 0 0o [0 |0
Jack Perry 20 |11415 |5:42 70:20 331 0 0 0 0 0o |0 |0 v
Detailed information on users(period not set)
- Information on users Running applications  Open sites‘ Running applications/active sites
. o Late Late |Early A
oo Active o Inactive |Earl =

User Days |Activity (avg) Inactive (avg) arriv'lya|s :sepan‘.ur :rnval greepsalt @ w . £

Alex Holmes 20 |11205 |5:36 65:08 315 0 8 4 0 19 (0 |0

Andrew Spencer 20 (12830 |6:25 48:55 |2:26 0 0 20 0 o |0 |0

Antonie Wilson 20 |113:59 |5:41 69:48 |3:29 0 2 4 0 0o (0 |0

Barbara Davis 20 |109:39 |5:28 7406 342 0 0 4 0 0o |0 |0 .

Christine Parker |20 |111:50 |5:35  |67:26  |3:22 5 1 o [0 Jo |o : : gﬁ'Fl'

Christopher Tumer |20 |111:51 |35 |70:10  |3:30 11 o o o |o = I"I‘“a'

Daniel Murphy 20 |109:30 |5:28 67:57 |3:23 0 4 9 0 4 |0 |0 (] Other programs

¥ iDavid Brown 20 |120:55 |6:02 59:00 |2:57 0 0 20 0 o |0 |0

Diana Connor 20 |130:48 |6:32 55:40 |2:47 1 2 0 0 (0 |0

Emma Morris 20 (12228 |6:07 55:20 |2:46 0 0 20 0 0o |0 |0

Harry Smith 20 |117:17  |5:51 69:21 3:28 0 4 0 15 |0 1

Henry Brooks 20 |115:00 |5:45 68:40 |3:26 0 0 5! 0 0o 0 |0

Jack Perry 20 (1415 |5:42 70:20  |3:31 0 0 0 0 0 (0 [0 v




SEARCHINF@RM
TIME INFORMER : Program Controller

Detailed productivity users

100:00 7 98:31 (76.67%)

70:00 1

60:46 (59.69%)
57:00 (67.99%)

50:00 (41.81%]
50:00 1

42:00 (34.30
39:32 (57.52%)

35:48 (55.82%)

34:37 (38.43%)
32:46 (40.62%)

29:59 (23133%) 29:12 )

.00 29:22 (28.85%)
30:00 :
27:32 (30.56%) 28:20¢ J 26:06 (54.26%) :54 (33.35%)

:00 (26.03%)
20:00 A

. 1[1:40 (24.26%)
- :20 (12.58%) 10:20 (21.48%) ! ]

4:00 (4.7794)

0:00 @DPI6) 0:00 0:00 @DPie) 0:0 0:0Q (0. 0:00

Alex Holmes Andrew Spencer Antonie Wilson Barbara Davis Christine Parker Christopher Turner Daniel Murphy David Brown Diana Connor Emma Morris




INF@RM

Keylogger RISK AND COMPLIANCE MANAGEMENT
Capture les frappes au clavier (logins, mots de passe, etc.) ainsi que les données copiées dans le
presse-papiers. Vous permet de suivre les informations d'identification utilisees pour accéder a des

ressources potentiellement dangereuses.
fec) KeylLogger settings = O =

Setting up KeylLogger rules g
Configuring protocol settings

[ ]Lock the PrintScreen key
Intercept passwords

(O Intercept only keystrokes

() Intercept only dipboard Intercept first |65536 S| ths. characters
(® Intercept all
Users and groups Processes

[ -interception is off

| OK | | Cancel

m

Note! The order of rules is important.




INF@RM

RISK AND COMPLIANCE MANAGEMENT

Camera Controller

Prendre une photo ou enregistrer une video de la personne utilisant l'ordinateur

#|No. ) |Date/Time Computer User From IP MAC Size Process Camera #*|No. ) |Date/Time Computer User From IP MAC Size Process Camera

4 Extension: jpeg (5) 4 Extension: jpeg (5)

2/2/2018 7:34:12PM  stewart.company.local Tom Stewart (stewart@co... 10.0.1.11, 19.. 11.7kB Logitech HD W » _- 18 7:34:12PM mt.mnpmylod mlsmt(stz«m@m 10.0.1.11, 19... 11.7KB _
O] T o S - N =TT 31551 st ol oSt e, 0011, 5. 130 M.
Page: @©|[1/1 ® Page: ©|[1/1 ®




INF@RM

RISK AND COMPLIANCE MANAGEMENT

Monitor Controller

#|No. &) |Date/Time Extensi|Computer From IP MAC ~ |Size  |Process/ JURL  |Screen numt|Reason 1 7
_--——_m Prend des captures d'ecran et
8/26/2019 1:37:28.. @ computer leserv@computer 192.168.50.138 00:0C:29:5A:9A:76 37.9KB . . , y
3 8/23/2019 4:05:08. B computer ﬁJeserv@computer 192,168.50.132 00:0C:29:5A:9A:76 170KB exp\orer,exe 1 Timeout t d d d d
4 8/23/2019 4:03:49... | comouter fileserv@comou ter 192.168.50.132 '00:0C:29:5A:9A:76 _ 84.2KB %Dlorer,exe 1 Timeout enreg lS re es Vl eOS ecrans e

Page ©|[1/1

..... poste de travail.

=1 € [N~ No Rl = IF TRE.
ag 4R 2 | R QQ i :

Fonctionne en plusieurs modes :

Enregistrement video :

Enregistrement continu des actions
des employes sur les ordinateurs.

Les algorithmes de compression
peuvent contenir 8 heures de "film"
continu en seulement 300
megaoctets.

Native | Attributes



Microphone Controller

MicrophoneController settings

In office

Out of office Conditions of sound recording

[ Livesound Time of recording: ® always
O scheduled
Condition of recording: (@ for all applications

O for the specified applications

~| |+
4
>
v
When there are multiple users: (®) record sound in all sessions
(O record sound in one session
[Trecord sound when there are no logged-in users
Sound recording parameters
Recording method: |Waveform Audio v I
Quality of sound recording: (® Stereo ) Mono
[MP3 v| |Low (=56 MB) v E
Duration of recording: 1 o - ISOO 2 I sec
Activate recording by voice | Advanced |
Advanced
["] Automatically turn on microphone when it is turned off
Increase microphone sensitivity to maximum
Reset settings l OK l I Cancel

SEARCHINF@RM

RISK AND COMPLIANCE MANAGEMENT

Enregistre les conversations des
employeés au bureau et lors de
voyages d'affaires via n'importe
quel microphone détecte, intégré ou
branche :

= Enregistrement continue;

= ['enregistrement peut étre
declenche par un lancement de
programme/processus ;

= ['enregistrement peut étre
declenche par la parole humaine

/

Diffusion sonore en direct.



SEARCHINF@RM

RISK AND COMPLIANCE MANAGEMENT

Analytical instruments: Hardware report

Reports - Analytic Console

Search Current activity File Auditor Profie Center
8 Ga - & 1/6 > > i T
new! A -
O Emails processing time by the system Hardware installation history X x

4 [ Reports on software

) Hardware installation history
53 software change history

r——— e
hL[ Number of computers by software kobrikov :l
Ik ™ . " konev i
umber of software installations sosna g. USER
[l Number of program uninstallations tolkach
Computers with missing software USER —
= ? CPU

«4 Software installed on computers
4 [= Reports on hardware + 24.06.2019 Intel(R) Xeon(R) CPU E5606 @ 2.13GHz

E Hardware installation history

{'}{ Connected devices

B Installed hardware <+ 24.06.2019 (I GB)
4 fh System reports

Memory

# Number of messages by computers Monitors

9 Agents installation/deinstallation + 24.06.2019

&d Computers (Domain logon detected, no agent activity)

&l Computers with idle agents Display adapters

WA Computers without agents . + 24.06.2019 VMware SVGA 3D (Microsoft Corporation - WDDM)

] Computers (Domain logon detected, no agent installed) :

N Storage devices
From| 10.04.2019 To | 10.04.2019 » + 24.06.2019 VMware Virtual disk SCSI Disk Device (24 GB)
Report parameters .
Show Al v Hardware
Page 5 from 6 10.09.2019 10:59:59

Exclude components containing the words listed in the title

Consider the comments

Computers Hardware

Cice| e Hardware installation history (period: not set)

Date Name

+ 24.06.2019 Virtual Audio Cable
Network cards

+ 24.06.2019  WAN Miniport (SSTP)
@@ Check notification & Show report «| |L|;I




SEARCHINF@RM

ANALYTICAL INSTRUMENTS

Afin de détecter les activités suspectes dans les données
capturées, Risk Monitor utilise 7 types de recherche :

Higher
Complex queries = Recherche par mots clés
, ‘ = Recherche d'expressions
Similar =  Recherche avec des dictionnaires
> S = Recherche d'attributs
g Search Search Search = Recherche Ezle contenu S|m|I§|re o
7 by regular by digital by statistical = Recherche a l'aide d'expressions régulieres
r- expressions fingerprints queries o . . ..
e = Recherche a l'aide d'empreintes digitales
Q
’ Search Search . ) R )
byphrases | by dictionaries Le systeme vous permet de combiner des requétes uniques
pour créer des algorithmes de recherche complexes qui
T bygaz:irg:tes forment les politiques de sécurité de ['information.
Lower Higher r

Semantic match of results to the search query

Ces capacités analytiques de SearchInform Risk Monitor permettent a un responsable de la sécurité de I'information de
controler jusqu'a 1 000 a 1 500 employés.
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Q 30 jours Q Plus que 1000
licenses

Formation Q Test de solution multiple

0 Ingénieur dédié et responsable de la

mise en ceuvre
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